In addition, we define five new methods for transforming a sequence. Our motivation is to detect those tests whose results are invariant under a certain transformation. To observe the correlation, we use two methods. One is the direct correlation between the tests and the other is the correlation between the results of a test on the sequence and its transformed form. In light of the observations, we conclude that some of the tests are correlated with each other.
Introduction
The numbers selected from a finite set equally likely are called random numbers. Random numbers are used in many fields of cryptography such as authentication systems, digital signature schemes, and zero knowledge protocols. Moreover, key generations rely on random values. Using weak random values in key generations can lead to some deficiencies in the system and hence an adversary can gain enough information to break the system. Testing the randomness of a sequence is an essential part of the security evaluation of a cryptographic algorithm and it is performed by statistical randomness tests. Each statistical randomness test is designed to evaluate a different characteristic of the sequence.
Random values can be generated by using a true random source such as radioactive decay and atmospheric noise. On the other hand, using a true random source can cause various problems, as reproducing them is nearly impossible. Due to this disadvantage, deterministic processes can be used to produce pseudorandom, that is, random looking sequences.
Throughout the paper, we assume that the numbers are chosen from the set {0,1} . A randomness test * Correspondence: ziyaakcengiz@gmail.com defines a measure of being random. In order to define the randomness of a binary sequence three important properties are stated as follows [1] : -Uniformity: All zeros and ones in the sequence should be uniformly distributed.
-Independence: The terms of random sequences should be independent.
-Unpredictability: It should be infeasible to predict the following bits when t bits of the sequence are known.
Moreover, the well-known postulates of Golomb [2] form a base for defining randomness. In the literature, there exist a number of statistical test packages to test randomness. The first collection of randomness tests, presented by Knuth, involves 11 statistical tests, CRYPT-X involves 8 statistical tests, DIEHARD involves 15 tests, and a new version of it, DIEHARDER, involves 26 statistical tests, TESTU01 involves 16 tests, and the test suite published by NIST originally involves 16 tests [3] [4] [5] [6] [7] [8] .
For different purposes, different sets of tests can be arranged. The test suite should be large enough to obtain reliable results. However, a blindly populated test suite does not necessarily mean it will be reliable. Therefore, selecting the appropriate tests is the basic and crucial step of forming a test suite. As stated by Soto [9] , the tests included in the suite should be independent. Therefore, the selection should be done in such a manner that tests should not be correlated with each other. Such a selection increases the efficiency of the suite.
In the literature, there exist several papers dealing with the classification and correlation of the tests. In 2008 Turan et al. [10] focused on the independence of randomness tests and its effect on the coverage of test suites. Moreover, the concept of sensitivity is introduced in order to analyze the effects of transformations. Doganaksoy et al. [11] deal with the dependency of the tests in the NIST test suite and analyze the sensitivity of these tests and in this paper emphasize the correlation test. Moreover, a new method of evaluating the correlation of tests is proposed by Fan et al. [12] . An important result is achieved in [13] . Accordingly, two tests included in the NIST test suite are highly correlated.
Throughout this study, we propose a method for analysis of statistical randomness tests. For the experiments we use 14 (NIST discarded the fast Fourier transform test from the test suite due to a problem discovered in 2009 and the Lempel-Ziv complexity test is not included in the last updated version) statistical tests included in the NIST test suite. Pearson's correlation coefficient is used in order to measure the correlation between the tests. Moreover, five new transformation methods are defined to observe the sensitivity of the tests. Our main aim is to detect whose results are associated with each other on the same transformations. In order to observe the classification of statistical tests we apply them to pseudo-random binary sequences and the transformed form of these sequences. According to the test results, we investigate the correlations. In section 1 we set out the introduction. In section 2, as a preliminary work, we explain correlation of randomness tests and define transformations. We also explain other correlation methods in the literature. In section 3 we give the correlation results and before we conclude our paper in chapter 4 we state the correlation results. Finally, in section 5, we summarize the paper and state the topics for future work.
Preliminaries

Statistical randomness tests
In this section we define and state the importance of the correlation for tests and then state the transformation methods. Statistical randomness tests are defined to observe characteristic vulnerabilities that a sequence could have. A characteristic of a random variable, whose distribution is known for a sequence, is chosen for each statistical test. Output of a statistical test, called the P-value, between 0 and 1 is calculated according to the distribution of the random variable. The closer the value of the P-value to 1, the stronger the randomness of the sequence is considered.
Correlation
The correlation coefficient, which is between -1 and 1, actually shows the linear dependence between P-values. The closer the absolute value to 1 the stronger the correlation. One should be aware that if two tests are independent, then the corresponding correlation coefficient is 0; however, the reverse is not true in general [14] . The only difference between correlation coefficient -1 and 1 is that the former corresponds to a negative correlation, i.e. inverse proportion, and the latter means a positive correlation, i.e. direct proportion.
As stated in Section 1, there exist different studies on correlation and independence of statistical randomness tests. In these studies different types of correlation methods are used. Turan et al. [10] made this correlation by focusing on the proportion of regions in which P-values are lower than 0.01 in each test. Moreover, some transformations are defined, according to which the sensitivity of tests is shown. In a similar way, correlation is defined by examining at the distribution of a test's results in the region where the other test's results are lower than 0.01 [11] . Another method is defined by Fan et al. [12] . In this method, firstly P-values are calculated by using two different sets. For each sequence, the difference between 2 P-values corresponding to two different tests is calculated and according to the distribution of difference correlation is found.
As stated in Section 1, we use Pearson's correlation coefficient. Correlation is measured by examining at mutual correlation of test results. For the experiments we use about 200,000 sequences of length 2 10 in order to observe the relation among tests applicable to short sequences. As for tests applicable for long sequences we use 200 sequences of length 2 20 to see the relation between tests for long sequences. For both groups, pseudorandom sequences are generated by adding Advanced Encryption Standard (AES) [15] outputs consecutively. We also examine the same correlations for tests results on transformed sequences. In doing so we not only examined the test in itself but we also studied the relations of these tests on transformed sequences' results with each other.
Transformation methods
In this section we define the transformations that we use in correlation analysis of the statistical tests. The purpose of this study is to compare the results given by the tests on transformed sequences. If the results of two tests for the transformed sequences are similar, then it can be said that there is a structural similarity between these tests. When complex transformations are applied, if some relations between the tests are found, it will not be easy to understand the relations between tests. Therefore, the simplest level of transformations is used to observe how the tests results vary with the transformations. After this point of the section, we give explanations of the described transformations and simple examples for each transformation. Throughout the paper, we denote a binary sequence of length n as S n = a 0 , a 1 , . . . , a n−1 and its transformed sequence as S
Reversing: This transformation reverses the order of the sequences. In other words,
Binary derivative: This transformation generates a new sequence by XORing two consecutive bits. The transformed sequence can be constructed as follows:
The generation of the last bit can be changed. For example, the last bits can be fixed with 1; however, this can lead to loss of information for higher order derivatives.
Example 1.
Let S 16 = 1001011010011110 be a binary sequence of length 16. Swapping: This transformation swaps exactly √ n -bits of a sequence of length n . We choose those bits to be swapped in a deterministic way rather than chosen random bits. Initially, the sequence is divided into subsequences of length 2k , where
we interchange the first bits of (2i) th and (2i + 1) th subsequences. In this study, k is chosen as √ n. The following algorithm explains the details of the transformation. 
Mutual correlations of randomness tests
In this section we give the correlation results of statistical randomness tests included in the NIST [8] In the first experiment we use 200,000 pseudo-random sequences of length 1024 and implement the first set of tests. For example, frequency test and cumulative sum tests are found highly correlated. Two serial tests are also found correlated. This experiment shows the relation between some statistical randomness tests included in the NIST test suite suitable for short sequences. Accordingly, the tests that are found correlated have similar results on the same sequences. In the suite, if necessary, block size is chosen as 128. More details about the test properties are given in Table 2 . To guarantee the correlations existed, we choose coefficients greater than 0.5 because if the chosen number is small then the number of correlated tests increases and it will be difficult to attain reliable conclusions.
Similarly, if we choose a large threshold such as 0.9, the number of correlated tests decreases. The high correlation between these tests shows that our concern is right. Obtaining these results shows that test suite can be minimized by extracting one correlated test. For example, one cumulative sum test, backward or forward, or both can be discarded because not only are they correlated with each other but also they are correlated with frequency test. Moreover, the relations of these tests are found in previous works [11] . Moreover, finding two types of serial test are correlated shows that using one type of serial test is sufficient. According to Table 3 we can summarize the highly correlated statistical tests as follows:
Furthermore, we do the same experiment on the second set of tests, which can be applied to long sequences, in addition to the first set of tests. For this experiment, we use 200 pseudo-random sequences of length 2 20 and implement all the selected statistical tests. From Figure 1 we can say that the correlation coefficients are smaller than the ones in Table 3 . Moreover, most of the tests are uncorrelated. The highly correlated statistical tests are as follows. For nonoverlapping template matching and overlapping template matching test, 9 is chosen as template length and the templates are "000000001" and "111111111", respectively. For both random excursion and random excursion variant test, only one result is given. For both tests 1 is chosen as a parameter. More details about the test properties are given in Table 4 . 
Experimental transformation results
In Section 2, we define 6 transformation methods. Using these methods, we generate transformed sequences and each sequence is tested. Accordingly P-values are generated. In order to find transformation results, test results of original sequences and transformed sequences are compared and correlation coefficients are generated for each transformation. After getting the correlations, we compared the row values in Figure 2 for each test. Finally, we get the comparison of the sensitivity of the tests. The test properties are the same as in the correlations. The only difference is that template length is chosen as 8 and the template is "00000001" for one of the nonoverlapping template matching tests. From Figure  2 we obtain results that the test groups are related:
-Frequency, frequency test within a block, cumulative sum forward, and backward test.
-Runs, serial 1 and serial 2 , approximate entropy test.
Moreover, we obtained results that the frequency test applied to sequences being transformed by binary derivative and the run test applied to the original sequence are correlated. Without increasing test number, one can obtain the same results by using transformed sequences. test shows a reaction to all transformations, it does not show a reaction to swapping or flipping. This is caused by the application method of the linear complexity test.
Furthermore, in this section we determined that it is not necessary to use some transformation methods in defined form. For example, flipping one bit does not change test results. Instead of this, changing different numbers of bit can be more useful.
Conclusions
In this paper, we suggest a new approach to find correlations of randomness tests and we apply them to 16 tests in the NIST test suite. Our main contribution is finding the correlations between two sets of tests by defining new transformation methods. We measure the direct correlation of each pair of test in the suite. In order to find direct correlation, we use Pearson's correlation coefficient. We produce P-values for each test and compare the P-values to find coefficients. In this method we observe that the sets "frequency test, cusum(F), cusum(B)", "serial 1 , serial 2 , and approximate entropy test", and "random excursion test, random excursion variant" test are correlated. Furthermore, we define simple transformation methods to classify the tests according to their reactions to these transformations. Namely, for each test we find the correlations of the test results for the original sequences with the test results for the transformed sequence. Afterwards, we determine the tests that react similarly to the transformations, and we find that two sets of tests, "frequency, block frequency, cusum(F), cusum(B), random excursion test, random excursion variant test" and "runs test, serial 1 , serial 2 , and approximate entropy test", show similar reactions. In future work, new transformation methods can be defined. The methods described in this paper can be applied to other statistical test suites. Moreover, new methods can be proposed to classify the statistical randomness tests.
